ECS Configuration Change | Juest age 1 of LP&QE(S}

1. Originator Log Date: 3. CCR #: 4. Rev: | 5. Tel 7. Org.
Byran V. Peters 2}1 ?? 4/"4?_,_, Q{;zgx 301/883 4077 SED HWE

4. Title of Change: Baseline Enginearing Technical Directive to Secure Sensitive Installation Files

9. rginator Si ure 10. Date: 11. Class 12. Type: 13. Need Date: 2/19/99
Y alalg¥ T |cecr
14. Otfice Manager Signature 15. Date: 16. Date CCH 17. Category of | 18. Priority:
—_ : o . Decision Needed: Change: FRoutine
;.”ﬂ_’}ﬁ,”/{ TDW#’ 2/12/94 | 2nsme0 Category
19. Documentation/Drawings Impacted: 20. Schedule Impact: 21. Cl(s) Affected:DMS
Mane MHane
22. Release Affected: 23, Date due to 24. Impl. Date: 25. Effectivity of 26. Est.
Drop 4FX Customaer:h/A 211598 Change: Cost None
201999

27. Source Reference:  [EMNCR (attach) CJAction tem [ ] GSFC CCR [JTech Ref. []Other:
ECSed20099, ECSed20614

28. Description of Change: (use additional Sheets if necessary)
In the process of installation, a number of sensitive files are needed. These files must be protected,

29. Proposed Solution: (use additional sheeis if necessary)
See the attached Engineering Technical Directive.

30. Alternate Solution: (use additional sheets if necessary)
Maone

31. Consequences if Change(s) are not approved: (use additional sheets if necessary)
Mot fixing this problem leaves a significant security hole in the ECS

32. Does Change Affect Any of the following (Please Explain on additional sheet):
[IMaintenance Training [ ]Perormance [ ]Operation Training [Safety [JService [JSupport [JTest
[IBaseline (XRP] [J¥2K Compliance

33. Organization(s) AHfected: [ICM [IClearcase SG [ Contracts CJChief Eng LJFOS = [G)
Oao ] Rel Dev OProcurement  [FERTSC [(Jsci. Data Eng [Security
[Jsys. Dev. [QSys. Eng. [Sys Ver Acpt __[JOther

34. Site(s) Affected: (JEDF [KMini-Daac [vATC [KHEDC [HGSFC [HlaRc BINSIDC [Bdsmc [Jak [HWPL
[EGC [Jother

35. Board Comments: 36. Work Assigned To:

37, Release Authorized (For CM Use Only): [ J¥es L] No 38. CM Verified/Signature and Date

39. EDF/REL2 CCB Chair (Sign/Date): 40. Disposition: [CJAp/C 41. ESDIS ERB Concurrence:
ClDisApproved [JWithdraw

f;’/frrf CJFwd/iECS [JFwd/ESDIS

42, ECS CCB Chair (Sign/Date): 43. Disposition: App[] AC[] 44. CCR Closed Date:
DisApproved ] Withdraw[_]

CMO1 August 27, 1998 ECS/EDF/RELZ CCB

02-12-99P01:50 RCVD ORIG'NAL



- ECS Project

Engineering Technical Directive No. 99-004
Subject: Securing sensitive installation files 02/ 15499

The following directive is issued to all DAACS and labs.

lssue: Keeping mstallation files with any account with password information or DCE cell
admin keyiabs online 1s a significant security risk.

Fix: The installer 1s responsible for reasonable security measures when installing ECS
custom software. This means:
1. changing the permissions of online secure files 1o the minimum level
required (see implementation),
2. backing up secure files) te removable media (loppy or tape) and
removal of secure files immediately after installation s complete. The
media should then be kept in a secure location,

Testing: The lab lead or DAAC lead must verify after the installation of a patch that the files
have been removed. '

Implementiation:  The files thar are affected are:
AL ftoolsfcommonfea’EcCoAdmin. Keyfile - set permissions to 200 (user
read, group and others no permissions)
B. tusrfecare MODE=CUSTOM dbmal<SUBS Y STEM >/ Eccserver=SybaseLogins sql - set
permissions o 711 (user rend, whte, execute, group and other read only)
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