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- ECS Project

Engineering Technical Directive No. 99-001

Subject: Ftp account password distribution 22-Jan-99
The following directive is issued to all DAACS and labs.

Issue: Ftp accounts are required for ECS custom software to function. Ftp accounts and passwords have
been distributed together via public means (such as electronic mail), which presents an unacceptable
security risk to the program.

Fix: When communicating sensitive information such as ftp accounts and passwords, do not put them
together in the same document.

Testing: N/A

Implementation: For distribution of ftp account information when it is not hand carried:
1. Send the account information in one document.
2. Send the password information in a different document in inverted order (the first password
entry is matched to the last account entry).

NOTE: It is not required but it is highly recommended to encrypt ftp account information using the
UNIX crypt command when sending the information via electronic means. If crypt is used, the
password used should be contained in a third document, which may be sent via email, postal mail,
or overnight delivery.
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