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“ystems ECS Project
Engineering Technical Directive No. 98-001 Rev 01
Subject: Replacing kitp dacmon with the TCP wrappers ftp daemon 21 February 99

The following directive 1s 1ssued to all DAACS und labs.

issue: Development has determined that some of the tunctionality of the Kerbnet 1O (Kerberos Version 51
ftp dacmon is broken. Specitically. use of the mget command results in 1 core dump of the ttp daemon
process. Mget 1s required function for the ECS ftp server and will break ECS Drop 4P1 and later 1t the
Kerbnet version is installed. Theretore. before Drop 4P is installed. a change in the /etc/inetd.cont file
must be made to allow the use of the TCP wrappers ftp daemon.

Fix: Modify the jetc/inetd.cont to disable the use of the Kerbnet ttp daemon by using the # to comment out
the line and enable the TCP wrappers version of ttp by uncommenting the native OS version or adding 1t to
the tile and then restart the inetd process. A reboot is NOT required.

. SGIl hosts:
Comment out the line:
#tp stream wp nowait root Jusisevenus/kerbnet- 1.0/sbin/ftod ftpd

Uncomment (remove the #) or add the line:
ftp  ~tream tcp  nowait root  /ete/wrappersitepd  ttpd -ill

Restart the inetd process using the command:

fetc/killall -HUP inetd
Nore on SGI implementatrion: The -l flag is required for the correct operation ot the ECS PullMonitor
server. PuliMonitor only exists on SGI hardware so this change is not required for other hardware types.

2. Sun hosts:
Comment out the line:
# ftp stream tcp nowait root /usr/cygnus/kerbnet- 1.0/sbin/ttpd fipd -1

Uncomment (remove the #) or add the line:
fip  stream tcp  nowait root /ete/wrapperssicpd  inartpd -

Determine the pid of the inetd process using the command:
/ust/bin/ps -et | grep netd

Restart the 1netd process using the command:
/ust/bin/kill -SIGHUP pid

pid is the process id found in previous step.
3. HP hosts:
Comment out the line:

# ftp stream tcp nowait root /usr/cygnus/kerbnet-1.0/sbin/fipd ftpd

Uncomment (remove the #) or add the line:
ftp stream tcp nowait root /etc/wrappers/tepd ftpd -1

Determine the pid of the inetd process using the command:
/ust/bin/ps -ef | grep inetd

Restart the inetd process using the command:
/usr/bin/kill -SIGHUP pid

pid is the process 1d found in previous step.



2 All Hosts with multiple network interfaces

If the host has more than one network intertace. make sure to update the /ete/hosts.allow and /ete/hosts.deny
10 enable/disable the appropriate protocols an each interface. If this 1s not done. the secondary interfaces
will be useless.

Testing:
From another host on the same LAN. fip to the moditied host and get or put a file to each interface (if more
than one).

Implementation:

These changes must be made prior to installation o1 4P1. PLEASE NOTE this change also standardizes the
use of ftp. DAACS should review all of their host configurations 0 ensure that the proper parameter
settings have been used te ¢ 1tpd -1, At this uime ONLY Kerberos tip should be removed. A tuture change
s planned which will remove remaining Kerberos products. Unul such ume as that change 15 approved. the
remaining Kerberos products shall remain on the system.

Additional Information:
The following information is being provided for use by the DAACS in working this issue. While 1t is
believed to be accurate. the DAACS should verity all of their hosts:

Where Kerberos {tp is being used.

Location queried:  qtc/inetd.cont
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Changes: 1. Updated the ftpd entry to include the “ttpd -III" option required for ECS code

2. Note to revise the /etc/hosts.allow /etc/hosts.deny for multi-interface hosts
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